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I. TERMS AND CONDITIONS (Cont’d) 
 

1. MISCELLANEOUS PROVISIONS 
 

D. Customer Data Privacy 
Customer acknowledges that the Company, its affiliates and agents will, by virtue of the 
provision of service, come into possession of information and data regarding Customer, its 
employees and Authorized Users. This information and data ("Customer Data") shall 
include, but not be limited to, data transmissions (including the originating and destination 
numbers and IP addresses, date, time and duration of voice or data transmissions, and 
other data necessary for the establishment, billing or maintenance of the transmission), data 
containing personal and/or private information of Customer, its employees or Authorized 
Users, and other data provided to or obtained by the Company, its affiliates and agents in 
connection with the provision of service. Customer acknowledges and agrees that the 
Company, and its affiliates and agents, may use, process and/or transfer Customer Data 
(including intra-group transfers and transfers to entities in countries that do not provide 
statutory protections for personal information): (1) in connection with provisioning of service; 
(2) to incorporate the Customer Data into databases controlled by the Company and its 
affiliates for the purpose of providing service, administration, provisioning, billing and 
reconciliation, verification of Customer identity and solvency, maintenance, support and 
product development, fraud detection and prevention, sales, revenue and customer analysis 
and reporting, market and customer use analysis, and (3) to communicate to Customer 
regarding products and services of the Company and its affiliates by voice, letter, fax or 
email. Customer may withdraw consent for such communications (or any use, transfer or 
processing of Customer Data except for that required to provision, administer, bill or account 
for the service) by sending written notice to the Company. Customer’s consent is effective 
until withdrawn.  Customer warrants that it has obtained or will obtain all legally required 
consents and permissions from relevant parties (including data subjects) for the use, 
processing and transfer of Customer Data as described in this Section.  
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