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SECTION 4 - REGULATIONS (Cont’d) 

4.9 Customer Liability for Unauthorized Use of the Network 

4.9.1 Unauthorized Use of the Network 

A. Unauthorized use of the Network occurs when:  (1) a person or entity that 
does not have actual, apparent, or implied authority to use the Network, 
obtains the Company's services provided under this Tariff; or (2) a person 
or entity that otherwise has actual, apparent, or implied authority to use 
the Network, makes fraudulent use of the Network to obtain the 
Company's services provided under this Tariff, or uses specific services 
that are not authorized. 

B. The following activities constitute fraudulent use: 

1. Using the Network to transmit a message, locate a person, or 
otherwise give or obtain information, without payment for the 
service; 

2. Using or attempting to use the Network with the intent to avoid 
payment, either in whole or part, of any of the Company's tariffed 
charges by either rearranging, tampering with, or making 
connections not authorized by this Tariff to any service 
components used to furnish the Company's services or using 
fraudulent means or devices, tricks, schemes, false or invalid 
numbers, false credit devices or electronic devices; 

3. Using fraudulent means or devices, tricks, schemes, false or 
invalid numbers, false credit devices or electronic devices to 
defraud or mislead callers. 

C. Customers are advised that use of telecommunications equipment and 
services, including that provided under this Tariff, carries a risk of various 
forms of telecommunications fraud (including, but not limited to, toll and 
PBX fraud perpetrated by Users who gain access to a Customer's facilities, 
account numbers, security or authorization codes, etc.). Customers should 
take all necessary steps to restrict access to their facilities, including the 
equipment and services provided hereunder, and to detect and prevent 
unauthorized use of the equipment and services provided by the Company 
under this Tariff. 
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